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PREAMBLE:
This policy applies to all users on the Bridge House network.

DEFINITIONS:
This policy applies to all digital devices, including but not limited to “smart devices”

including tablets, cellular phones, laptops and desktop computers. This includes

devices of a similar nature that may come onto the market in the future.

INTRODUCTION
Bridge House School’s aim is for students and staff alike to use technology for

learning. Technology aids creative problem-solving and collaboration in today’s

world. While we want users to be active in today’s connected world, we also want

them to be safe, legal and responsible. While IT, the Internet and social media

create numerous new opportunities, they also create many new challenges and

risks. To manage this risk, the use of all IT facilities provided by Bridge House must

be consistent with this policy. Students, teachers, staff and any IT users are

responsible for good behaviour on the Internet just as they are in a classroom or a

corridor. Remember that access is a privilege, not a right, and inappropriate use

will result in that privilege being withdrawn. This document forms part of the BYOD

Policy and Agreement and related documents, and applies to the use of

information, electronic and computing devices, and network resources within

Bridge House; or interaction with a third party.
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SPECIFICALLY-ACCEPTABLE USES:

All users are responsible for exercising good judgment regarding appropriate use

of IT devices and information, and network resources in accordance with any

South-African legislation or regulations. Bridge House School network is to be used

in a responsible and legal manner. Users are expected to use the Internet for the

following purposes:

● educational purposes;

● accessing information for private appropriate interests or hobbies;

● constructive communication with other Internet users including, but not

limited to, Bridge House students and members of staff;

● downloading of Apps from the various app stores that are to be used for

educational purposes.

Users should regard participation in online media as an extension of their

classrooms or school campus. Students need to be aware of acceptable and

unacceptable behaviour online.

SPECIFICALLY-UNACCEPTABLE USES:

Users are not to:

● take part in the sharing or re-posting of any inappropriate material;

● use any offensive language in any communication over the Internet;

● attempt to access, create or distribute any pornographic or sexually explicit

material of any kind.;

● use any other user’s profile or email account to:

o impersonate (and incriminate) any other user;

o access social media;

o create fraudulent profiles on any website, messaging service, social

media platform or similar;

o perform unauthorised modification in any form to any other student’s

personal device.
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● insult, bully, threaten or abuse any other person via any platform.

● use messaging services on mobile devices for activities that are disruptive

to academic practices or which are hurtful or discriminatory;

● record, photograph or video other students or staff without the expressed
permission of the individual.

● use facilities such as AirDrop and AirPlay inappropriately;

● attempt to bypass the school’s firewall or gain unauthorised access to the

school’s internet connection;

● attempt to gain unauthorised access to servers or other network resources;

● vandalise any data or equipment.

USE OF THE SCHOOL'S INTERNAL COMPUTER NETWORK

IT Users must note the following:

● All users are entitled to privacy of their work and communication and

therefore it is an offense to use or attempt to use another user's account,

password or profile.

● Storage capacity is at a premium and users are to conserve space by

deleting unnecessary email or other material which takes up excessive

storage space.

● Users may not download or install any software onto network drives. All

copyright rules must, therefore, be obeyed.

● Users have full responsibility for their accounts and must not share their

passwords or profiles with anyone. Any violations of this policy that can be

traced to an individual account name will be treated as the sole

responsibility of the owner of that account.

● Participation in any kind of P2P file-sharing that is not educational is not

permitted. (E.g. Downloading of films, videos, music)
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● Bridge House operates a strictly-controlled firewall to ensure the safety of

all users of the school’s network. Any attempts to bypass, deactivate,

disable or damage this service will result in disciplinary measures being

taken.

USE OF CELLULAR DEVICES:

A cellular device is defined as any device which makes use of a cellular

telecommunications network to gain access to voice and data services. This term

includes, but is not limited to, cellular phones, iPads with cellular (5G or LTE)

connectivity and portable Wi-Fi hotspots which use SIM cards.

While the school cannot control the use of cellular devices, it is important that all

users are aware of the following:

Any student who is found to be accessing or distributing content that is

inappropriate will face disciplinary actions in terms of the school’s Code of

Conduct.

Such content includes, but is not limited to:

● pornographic or sexually explicit material;

● material that contains graphic violence;

● material that contains explicit or defamatory lyrics or writing or hate

speech;

● material that encourages or promotes discrimination of any kind;

● material that can be used to humiliateor bully another person;

● material that has an age restriction older than the user’s age.

Students should also be aware that using cellular devices to bypass the school’s

firewall and access information that is considered inappropriate, is not permitted.

GAMING:

Gaming can be used for constructive educational purposes.

Gaming may not:

● take place during academic time unless given explicit permission by a

teacher;
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● infringe on the rights of others and may not cause offence to others;

● reduce others’ access to the network;

● encourage violence and anti-social behaviour.

USER ACCOUNTS:

Old user accounts will be disabled. Active Directory User accounts will be kept for a

minimum of one month after the user leaves the school before being deleted and

G-Suite accounts (including G-Mail and Google drive) will be disabled and deleted

after a three (3) month period . It is the user’s responsibility to remove any personal

information from the school’s network during this period and the school cannot be

held liable for the loss of any electronic files or emails.

In certain cases the school has the right to terminate connectivity to the school

network with immediate effect.

CONSEQUENCES:

Should there be reasonable suspicion that unacceptable use has occurred, the

school reserves the right to view any data stored on digital devices on the school’s

premises. Similarly, the school reserves the right to view any data stored in user

accounts on the school network.

Violations of the IT policies and guidelines will be dealt with according to the

guidelines in the Code of Conduct and Disciplinary Procedure, and may result in

the loss of access to the network as well as disciplinary or legal action.
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